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Lassen Community College Course Outline 
 

CIS 71 Introduction to Cybersecurity: Ethical Hacking  3.0 Units 
 

I. Catalog Description 
This course introduces the network security specialist to the various methodologies 
for attacking a network. Students will be introduced to the concepts, principles, and 
techniques, supplemented by hands-on exercises, for attacking and disabling a 
network within the context of properly securing a network. The course will emphasize 
network attack methodologies with the emphasis on student use of network attack 
techniques and tools and appropriate defenses and countermeasures. Students will 
receive course content information through a variety of methods: lecture and 
demonstration of hacking tools will be used in addition to a virtual environment. 
Students will experience a hands-on practical approach to penetration testing 
measures and ethical hacking. 
This course has been approved for online and hybrid delivery  
This course uses an OER resource  

Diversity Statement 
Our commitment to diversity requires that we strive to eliminate barriers to equity and that we 
act deliberately to create a safe and inclusive environment where individual and group 
differences are valued and leveraged for the growth and understanding as an educational 
community.  

Recommended Preparation:  CIS 50 or knowledge of basic network and computer 

infrastructure.  

Additional Course Information 
Transfer Status:  

• NT  

Total Number of Hours by Instructional Method: 

• 48-51 Hours of Lecture, 96-102 Out of Class Hours, 144-153 Total Hours of Instruction  

• Scheduled: Every Fall 

II. Coding Information 
• Repeatability: Not Repeatable, take one time 

• Grading Option: Graded  

• Credit Type: Credit - Degree Applicable  

• TOP Code: 0708.0 

• CIP Code:  

• SAM Code: 
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 ☐ A-Apprenticeship 
 ☐ B-Advanced Occupational 
 ☒ C-Clearly Occupational 
 ☐ D-Possibly Occupational 
 ☐ E-Non-Occupational 

III. Course Objectives 
Course Student Learning Outcomes 
Upon completion of this course the student will be able to: 

1. Defend a computer and a LAN against a variety of different types of security attacks 
using a number of hands-on techniques  

2. Analyze the tools and methods a "hacker" uses to break into a computer or network 
3. Define the concepts of threat, evaluation of assets, information assets, physical, 

operational, and information security and how they are related 

Course Objectives 
Upon completion of this course the student will be able to: 

1. Describe the tools and methods a “hacker uses to break into a computer or network. 
2. Describe the roles of security and penetration testers. 
3. Describe the layers of the TCP/IP protocol stack and important ports. 
4. Define types of malicious software. 
5. Describe types of network attacks, and physical security. 
6. Use Web tools for foot printing. 
7. Describe various foot printing and social engineering methods. 
8. Explain the types of port scans and describe how to use port-scanning tools. 
9. Describe steps and tools for enumerating operating systems. 
10. Describe various methods for hacking systems. 
11. Explain Web application vulnerabilities.  
12. Explain strategies for evading network protection systems 
13. Explain encryption algorithms and public key infrastructure components 
14. Describe webserver attack tools 
15. Describe what ethical hackers can and cannot legally do. 

IV. Course Content 
A. Outline of Topics 

1. Ethical Hacking Overview 
2. Ethics and Legal Aspects for Cybersecurity Professionals 
3. Information Security Frameworks 
4. Transmission Control Protocol/Internet Protocol (TCP/IP) Concepts Review 
5. Network and Computer Attacks 
6. Passive Intelligence Gathering: Footprinting and Social Engineering 
7. Network Reconnaissance 
8. Port Scanning 
9. Enumeration 
10. Fundamentals of Exploitation 
11. Denial of Service 
12. Session Hijacking 
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13. Evading Intrusion Detection Systems (IDS), Firewalls, and Honeypots 
14. Vulnerability Analysis 
15. Linux Operating System Vulnerabilities 
16. Internet of Things (IoT) Vulnerabilities and Hacking 
17. Hacking Web Servers 
18. Hacking Wireless Networks 
19. Covering Tracks 
20. Cryptography Fundamentals 
21. Protecting Networks with Security Devices 
22. Cloud Computing 
23. Programming/Scripting for Security Professionals 
24. Embedded Operating Systems 

V. Assignments 
Appropriate Readings 

• Various Industry articles and weekly/daily news from security journals 

Writing Assignments 
• Using the provided scenario and the SANS Institute guidelines, write a 2-3 page 

business. Statement of Work and Authorization for Pen Testing agreement to conduct a 
grey-box penetration test on an organization. It must include preparation and planning, 
specifics on scope, detection, analysis and cleanup. 

Expected Outside Assignments 
Students will be required to complete two hours of outside-of-class homework for each hour of 
lecture. 

• Hands on assignments practicing various hacking and penetration methods using virtual 
machines and cloud-based networks.  

Specific Assignments that Demonstrate Critical Thinking 
 

• Watch the Defcon video link and answer the questions provided. 

• Using a virtual network: use Kali Linux to run a pen test on your home computing 
environment and document your vulnerabilities and remedies professionally. 

VI. Universal Design for Learning Principles Definitions and/or examples of UDL 

methods can be found in the Curriculum Handbook.  

☒ Multiple Means of Engagement 
☒ Multiple Means of Representation 
☒ Multiple Means of Action and Expression 

VII. Representative Texts and Supplies   
 

1. Cisco Network Ethical Hacking Netacad learning management system. 
(www.netacad.com) Students will be provided with individual account access to the 
Cisco Netacad LMS. The complete curriculum for this course is available online for 
student use 24x7 through internet access and supports a range of computers for access 
 

chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/www.lassencollege.edu/wp-content/uploads/2023/06/Curriculum-Academic-Standards-Handbook.pdf
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☒Zero Textbook Cost/Open Educational Resource  
☐Textbook Cost is $0.01 to $30.00 
☐Textbook Cost is $30.01 to $40.00 
☐Textbook Cost is over $40.00 
 

VIII. Disciplines 

Computer Information Systems 

IX. Course Status 
1. Current Status: Pending 
2. Original Approval Date:  10/19/22 
3. Course Originator: Melinda Duerksen 
4. Board Approval Date: 11/12/2025 
5. Chancellor’s Office Approval Date: 
6. Revised By:  Melinda Duerksen 
7. Curriculum/Academic Standards Committee Revision Date: 10/21/2025 
8. See the following page for Methods of Evaluation and Methods of Delivery. 
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X. Methods of Evaluation 
List general evaluation methods.  
Only include the appropriate evaluation modalities  

☒ Traditional Evaluation 
☐ Correspondence Evaluation 
☒ Hybrid Evaluation 
☒ Online Evaluation 
☐ Other (Please List):  

XI. Methods of Delivery 
Check those delivery methods for which this course has been separately approved by the 
Curriculum/Academic Standards Committee.  

☒ Traditional Classroom Delivery 
☐ Correspondence Delivery   
☒ Hybrid Delivery   
☐ Hybrid With Lab Delivery 
☒ Online Delivery 

 


